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Abstract. Quantum computers are currently being developed and are expected to
supersede classical computers in many areas. Besides their positive use cases, they can pose
significant dangers to data security in businesses. The aim of this paper is to raise awareness
of this topic and support the preparation of all market participants for the advent of quantum
computing. First, the possible dangers quantum computers pose to data security are identified.
Approaches to solutions and the necessary transition process are researched that can help to
protect data in the face of quantum computers, based on recommendations by the American
National Institute of Standards and Technology and the German Federal Office for Information
Security. Based on this knowledge and the need to create awareness, further research is planned
to provide concepts to accelerate the spread of quantum computer-safe measures as soon as
they become available. Throughout this paper, special focus lies especially on small and
medium-sized enterprises that often can be characterised by a lack of resources to protect
themselves and less interest in data security topics. Recommendations for a smooth transition
to a quantum computer-safe environment for all market participants are given.
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The Relevance of Quantum Computers for Data Security

Quantum computers as part of quantum technologies have become a relevant topic for
the public (Ernst, Warnke, & Schréter, 2020). They are expected to solve a broad range of
existing computationally expensive problems, with a significant impact on our daily lives and
existing industries (Ali, Yue, & Abreu, 2022) and great importance globally (Lindsay, 2022).
However, this impact can not only be positive but also pose dangers. The aim of this paper is
to inform and raise awareness of this topic, especially among vulnerable market participants so
they can prepare for the arrival of quantum computers. Based on this, further research projects
can be identified.

The development of quantum computers is currently underway, although they are not yet
available for widespread use in practice (Mohr, Ostojic, Heid, Pautasso, & Biondi, 2021). The
time of the release of quantum computers to the public is still unclear and difficult to predict
(Dyakonov, 2018; Mailloux, Lewis I, Riggs, & Grimaila, 2016; Preskill, 2019). The day they
will arrive is sometimes referred to as 'Q-Day’ (Castelvecchi, 2022). In special cases, they can
already partially be used to solve certain problems (Arute et al., 2019; Huh, Guerreschi,
Peropadre, McClean, & Aspuru-Guzik, 2015; Schuld, Bradler, Israel, Su, & Gupt, 2020; Zhong
et al., 2020).

Generally, quantum computers can either be developed with a certain task in mind (non-
universal) or no predetermined purpose (universal) (Mavroeidis, Vishi, D., & Jasang, 2018).
Different technologies to reach this goal are being experimented on (Almudever et al., 2017,
Bobier, Langione, Tao, & Gourévitch, 2021; Gyongyosi & Imre, 2019; van Meter & Oskin,
2006). First endeavours have been started to make quantum computers available to the public
via cloud computing (Amazon; IBM; Microsoft). It is already clear that quantum computers
will be superior at certain tasks that would overwhelm classical computers, utilizing their so-
called 'quantum supremacy' (Dyakonov, 2018; Ernst et al., 2020; Preskill, 2019; Wittkopp,
2021). However, this supremacy will not apply to every computing task (Mavroeidis et al.,
2018), which means that classical computers will not be rendered completely obsolete. This
supremacy is made possible through their special architecture with their smallest computing
unit qubits. Unlike classical computers, their base states 0 and 1 can overlap and thus be both
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simultaneously until they are measured, where they fall back to one of their base states with a
certain probability (Ernst et al., 2020; Mailloux et al., 2016). This makes true parallel
processing possible (Mavroeidis et al., 2018). The ideal amount of qubits needed for quantum
supremacy is not yet clear (Dalzell, Harrow, Koh, & La Placa, 2020; Dyakonov, 2018; Kelly,
2018) and may depend on the specific hardware that is used. Developmental challenges
concerning quantum computers that are currently being worked on include error correction
with necessary overhead (Bobier et al., 2021; Dyakonov, 2018; Mavroeidis et al., 2018; Mohr
et al., 2021; Steane, 1998, 443 ff.), the difficulty of copying because of the no-cloning theorem
(Buzek & Hillery, 1996; Gisin, Ribordy, Tittel, & Zbinden, 2002; Murer, 2021) and the general
prevention of bugs in the system (Huang & Martonosi, 2019; Paltenghi & Pradel, 2022;
Williams & Clearwater, 2000). Hardware errors still place limits on the current capabilities of
quantum computers (Ali et al., 2022; Mavroeidis et al., 2018; Paltenghi & Pradel, 2022).

Because of the special characteristics of quantum computers which set them apart from
classical computers (Mavroeidis et al., 2018), software applications for quantum computers
need specialised software engineering methods and programmers need an understanding of
quantum theory (Ali et al., 2022). Not only software for external purposes, but also means to
protect quantum computers from attacks must be implemented (Deshpande, Xu, Trochatos,
Ding, & Szefer, 2022). The development of appropriate software for quantum computers will
take time because all phases of the development lifecycle (from development to testing,
debugging, and maintenance) must be completed for a reliable result (Ali et al., 2022).
Associated plans should not be limited to a specific programming language (Ali et al., 2022)
to increase the availability of resources and personnel. The limited availability of appropriate
algorithms in open source libraries can make the developing process more difficult (Hekkala,
Halunen, & Vallivaara, 2022). Quantum computers and their possible use cases are expected
to impact many industries, e.g. healthcare with drug research and finance with portfolio
management and optimisation (Ali et al., 2022). Their improved performance in comparison to
classical computers makes them also very interesting for simulation and optimisation tasks and
machine learning (Ali et al., 2022; Mavroeidis et al., 2018; Mohr et al., 2021; Strohm, 2021,
Wittkopp, 2021). However, programming solutions for specialised industry use cases place a
lot of demands on programmers. It is not only necessary to understand classical programming
principles but to have knowledge about quantum theory and the applicable industry (Ali et al.,
2022). In this context exist several possible areas of research, e.g. in requirements engineering
for quantum computer software (Ali et al., 2022), testing on quantum computers (Wang,
Arcaini, Yue, & Ali, 2022), and cryptographic aspects.

Cryptography is an important aspect of modern communication, from messaging through
emails or instant messaging tools to the safekeeping of personal information and digital
payment (Mavroeidis et al., 2018; Ukwuoma, Arome, Thompson, & Alese, 2022). In
encryption, a distinction between symmetric and asymmetric encryption methods can be made
(Chandra, Paira, Alam, & Sanyal, 2014). Symmetric encryption methods use a single private
key to encrypt and decrypt a message. This makes the secure transmission of the key from the
sender to receiver important and a possible difficulty, making asymmetric encryption more
attractive for remote communication using the Internet. Asymmetric encryption uses a public
and private key pair (Mavroeidis et al., 2018). The public key can be transmitted to the sender
via less secure communication channels because it is only used for encryption. The private key,
which can be used to decrypt the encrypted information, remains with the recipient and is kept
secret. Classically, the public key can be used to encrypt information in a way it can only be
decrypted with knowledge of the corresponding private key (Mavroeidis et al., 2018). To make
encryption in one direction but not decryption in the other direction possible, one-way
functions are used (Diffie & Hellman, 1976). These are harder to calculate in one direction than
the other (Castelvecchi, 2022; Joseph et al., 2022). Common in this regard are factorisation
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problems (used in RSA) and discrete logarithm problems (which Diffie-Hellmann and Elliptic
Curve Cryptography are based on) (Mavroeidis et al., 2018). Using their specialised superior
capabilities (Murer, 2021), quantum computers can decrypt asymmetric cryptographic systems
because they can solve one-way functions in the other direction as intended. Often, Shor’s
algorithm is used for breaking these asymmetric methods (Shor, 1994) like RSA, Diffie-
Hellman, and elliptic curve cryptography (Hallgren & Vollmer, 2009). Symmetric
cryptographic methods are not necessarily safe from quantum computers, either. While certain
methods (e.g. one time-pad) still are considered safe from quantum computers under
compliance with certain requirements (like a certain key length), in some cases symmetric
encryption can be broken by quantum computers, which makes them a minor threat in this
regard (Bellovin, 2011; Mailloux et al., 2016; Mavroeidis et al., 2018; Murer, 2021). Grover’s
algorithm can be used to run brute force encryption attacks faster if the key size is lacking
(Grover, 1997). This can impact a lot of hash functions with shorter key lengths, for example
(Brassard, H@yer, & Tapp, 1998). In some cases, cryptographic algorithms can be considered
safe if they use longer keys (Ukwuoma et al., 2022). However, too long keys can make digital
communication and processes more difficult, and an efficient balance needs to be found
(Castelvecchi, 2022; Wallden & Kashefi, 2019). In summary, all currently widely-used
asymmetric encryption systems are expected to be rendered insecure when quantum computers
are established (Mavroeidis et al., 2018; NIST, 2022; Ukwuoma et al., 2022; Wallden
& Kashefi, 2019). Besides the risk of data being compromised, important infrastructures could
be victimised with catastrophic results (Barbeau & Garcia-Alfaro, 2022). However, this danger
does not only lie in the future. Quantum computers pose two kinds of threats to information
security (Joseph et al., 2022). The more obvious threat will exist when quantum computers are
available for widespread use with the possibility of cryptosystems being broken. However, data
is already in danger even without these being available right now because of the so-called store-
now-decrypt-later attack. Encrypted data can be captured now and simply stored for later,
where it will be decrypted as soon as quantum computers are available. This means that
sensitive data is already susceptible to the danger of quantum computers (Castelvecchi, 2022;
Joseph et al., 2022; Wallden & Kashefi, 2019), creating considerable urgency.

Why Especially Small and Medium-Sized Enterprises are Vulnerable

Over 99% of all companies can be considered small or medium-sized enterprises (SMES)
(IfM Bonn, 2021a; OECD, 2019; Statistisches Bundesamt, 2021) and thus are an important
factor of economic growth (European Commission, 2020). Companies are classified as SMEs
if they fall below certain limits in employee numbers and income that can differ per definition
(Ayyagari, Beck, & Demirguc-Kunt, 2007; BSI, 2012; European Commission, 2020; IfM
Bonn, 2021b). This can be seen as a lack of availability of resources in comparison to bigger
companies. Just like their bigger counterparts, SMEs use IT for their business processes and
are active on the internet (BSI, 2012). However, their lack of resources can make the
preparation for IT security threats difficult. Often, SMEs have fewer financing options, are
more dependent on a few business partners (Ihlau & Duscha, 2019), also concerning their IT
applications (Taege, 2021), and generally have fewer IT resources, staff, and structures
available (BSI, 2012; Taege, 2021). They know fewer details about their own IT security
measures (DreiBBigacker, Skarczinski, & Wollinger, 2020) and utilise IT security measures less
than bigger companies (Dreifligacker et al., 2020; Pawlowska & Scherer, 2020). Although they
are generally aware of IT security risks existing (BSI, 2012), they lack knowledge of and
interest in them (ACSC, 2020; BSI, 2012). Because of this, even though bigger companies are
attacked digitally more often than SMEs (DreiBBigacker et al., 2020), SMEs are more likely to
see an attack as threatening to their existence (Pawlowska & Scherer, 2020). Even though IT
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security problems in SMEs continue to occur, they see their current measures as sufficient and
locate the root of IT security problems outside of the company rather than inside (BSI, 2012).

Their lack of awareness and interest in the topic could place SMEs at risk and make them
vulnerable to attacks, especially if they don’t identify themselves as interesting targets
(DreiBigacker et al., 2020). Because SMEs are less prepared for IT security risks, they are likely
to be unguarded for new developments in IT security threats. Especially transitions that have a
greater scope than classical security transitions, like the transition to quantum computing
(Joseph et al., 2022), are posing great dangers to them. Combined with them possibly already
being late preparing for this new threat (Joseph et al., 2022), SMEs can be considered especially
vulnerable in this regard.

This lack of interest and resources suggests that SMEs, therefore, are more likely to have
to rely on standard IT security solutions instead of creating their own. These will have to be
updated to protect against attacks by quantum computers. Currently used IT security systems
could collapse when quantum computers are introduced if they are not prepared for them
(Alyami et al., 2022), leaving SMEs unprotected. To make the widespread implementation of
quantum computer-secure encryption methods possible, potentially new algorithms must be
researched and a consensus on a good solution must be found.

How to Protect Data from Attacks by Quantum Computers

To keep information safe in the face of quantum computers, quantum computer-secure
encryption methods are being researched. Two major movements in this are quantum
cryptography and post-quantum cryptography. Because quantum computers can not only be
used for offense but also defence (Lindsay, 2022; Wallden & Kashefi, 2019), the movement of
quantum cryptography relies on quantum phenomena and thus is implemented on quantum
computers. The other movement, post-quantum cryptography, works on a classical computing
architecture and thus is much more convenient for use with existing machines. Because of this,
it is expected to have lower costs and less difficulty in integration (Joseph et al., 2022). The
efforts to determine and implement quantum computer-safe cryptography measures have
already begun (BSI, 2021; Castelvecchi, 2022; Joseph et al., 2022). Currently, research is done
on cryptographic solutions that are expected to be able to resist quantum computer attacks if
used accordingly, e.g. cryptography based on hashes, codes, lattices, multivariate-quadratic-
equations, and generally cryptography with long enough keys (Bernstein, Buchmann, &
Dahmen, 2009; Mavroeidis et al., 2018; Ukwuoma et al., 2022).

In an international effort for quantum-computer-safe standardisation since 2016, the U.S.
Department of Commerce’s National Institute of Standards and Technology (NIST) audits
different encryption algorithms from cryptographers around the world for quantum computer-
safe encryption solutions for general encryption and digital signatures. While four algorithms
already have been chosen as a future part of NIST’s cryptographic standard, currently, four
additional algorithms are under consideration (NIST, 2022). The availability of different
algorithms allows for choice in different situations. For general encryption, NIST has already
selected the CRYSTALS-kyber algorithm. The algorithms CRY STALS-Dilithium, FALCON,
and SPHINCS+ were selected for digital signatures. While the majority is lattice-based,
SPHINCS+ uses hash functions. The algorithms that were already chosen are currently being
finalised. After the standardisation process is done, these algorithms still need to be
implemented in all necessary systems (Castelvecchi, 2022). Although the protection of data
from attacks by quantum computers is a time-sensitive topic with preparations possibly already
late (Joseph et al., 2022) thus creating urgency, the NIST standardisation process is behind
schedule (Johnson, 2021). Before a finalised standard is available, NIST advises users to
inventory their applications for necessary changes in cryptography (NIST, 2022). To offer
solutions for interested parties in the meantime, the German Federal Office for Information
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Security (BSI) has issued recommendations for algorithms (BSI, 2021): the code-based Classic
McEliece and the lattice-based FrodoKEM, both of which were involved in the NIST selection
process. Preparing systems for crypto-agility can also help with the implementation of future
standards (BSI, 2021; Joseph et al., 2022). Using hybrid solutions of post-quantum algorithms
and classical cryptographic algorithms can serve to increase the protection even further and
minimise the risk for data in the transition phase (BSI, 2021; Castelvecchi, 2022; Ernst et al.,
2020; Joseph et al., 2022; Meier, 2019; Mohr et al., 2021).

Preparing the transition to post-quantum cryptography now will enable proper planning
and prevent shortcomings through a rushed transition later. This preparation and strategic
planning phase should be started early and completed before quantum computers can
effectively attack current cryptosystems (Joseph et al., 2022). Because of the possibility of
store-now-decrypt-later attacks, some companies can already be considered late in their
preparations. Additionally, data that must be stored for over five years or is involved in the
long-term planning of projects is also already in need of protection from quantum computers
now. Because the protection of data from quantum computers proves to be very time-sensitive,
efforts to reach this goal should already be underway.

After that, when post-quantum cryptography measures are determined and available,
adoption of it in production systems is the next step (Joseph et al., 2022). This transition is
expected to take years (Wallden & Kashefi, 2019), often estimated to take at least five
(Castelvecchi, 2022; Joseph et al., 2022). In the transition process, a lot of possible variables
will have to be considered because many parties are involved in modern digital communication.
This will make testing necessary before implementation. Because of the requirements of future
encryption standards, communications using these might be blocked by not yet updated devices
because of unfamiliar structure (Castelvecchi, 2022) or of the higher hardware demands it may
place on smaller devices like from the Internet of Things environment. However, the first
experiments show that it can be possible (Chung, Pai, Ching, Wang, & Chen, 2022; Schoffel,
Lauer, Rheinldnder, & Wehn, 2022). Devices that are seldom updated or have hardwired
security features (e.g. smart cars and ATMs) may have difficulties with the transition, too
(Castelvecchi, 2022; Gupta, Ray, Singh, & Kumari, 2022). Software like Antivirus programs
could also misunderstand the intention of these new encryption protocols if not updated
accordingly (Castelvecchi, 2022).

How Particularly Small and Medium-Sized Enterprises Can be Kept Safe

In conclusion, while quantum computers can already pose dangers to data, protection
measures are still in development and under evaluation. To bridge this gap, companies should
already start the preparations for the transition. However, especially SMEs may have trouble
adopting necessary changes in time. SMEs are shown to have three major areas of vulnerability:
a lack of resources, including money; a lack of knowledge concerning quantum computers
among management and employees and a lack of interest in the topic. Because of this,
especially these three topics should be considered for support measures.

To mitigate a lack of resources, financial incentives and support are possible solutions.
Reducing the difficulties of SMEs to work together with other companies and offering them
resources like financial support and know-how can help with the introduction of innovation in
an SME (Bigliardi, Colacino, & Dormio, 2011). Governmental support and teaching might
improve the situation in SMEs but might not reach everyone. However, implementing post-
guantum cryptography into standardised, ready-to-go security solutions and offering them at
low cost may have the same effect and mitigate all three problem areas. Industrial integrators
of cryptography (OEMSs) can use existing algorithms and integrate them into their standardised
solutions that are then offered to the end customer (Fraunhofer Institute, 2018). These end
customers, in this example SMEs, do not have to concern themselves with the specifics of post-
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guantum cryptography this way. The necessary algorithmic libraries for inclusion in the
software of the OEMs will be provided by publicly available algorithms that are chosen in
official standardisation processes (e.g. by NIST). Because there usually are a lot of algorithmic
options to choose from, OEMs will profit from the standardisation of post-quantum
cryptography, as it will make the necessary choices easier. Before the availability of such a
standard, preparing a flexible, hybrid approach combining classical algorithms and post-
quantum cryptography (BSI, 2021) might make the transition smoother. If a quantum
computer-secure consensus among the most influential developers of standardised software is
reached and implemented, all their customers will be safe automatically without them needing
to act in this regard specifically. This has the additional benefit of fewer actors that need to be
incentivised to act and is a good way to reach especially vulnerable companies like some SMEs.

The development of security measures against quantum computers beyond theoretical
research is currently behind the development of the dangers quantum computers can already
pose. Because of this, the advancement and spread of related security measures needs to be
accelerated. Since SMEs can be seen as especially vulnerable in this regard, focus lies on them
as important market participants. Additionally, their environment and other interacting market
participants, like the government, customers and cooperating or competing companies
(including OEMs) will have to be considered. Different areas of interest in this context include
software development and engineering to provide appropriate security solutions, but also the
management of technological innovations and the political and legal framework. To find out
what influences the spread of appropriate security measures between market participants and
how this spread can be accelerated, an agent-based simulation is planned. Simulating the
interactions of market participants concerning data security in the face of quantum computing,
and how the change of certain parameters may influence that, can lead to new findings that
might otherwise have been overlooked. Additionally, new important actors or influences can
be determined, and the influence of existing known participants can be tested. These findings
can be used to create a new concept that incorporates the most important influences to speed
up the spread of quantum computer-safe measures between all market participants as soon as
appropriate solutions become available.
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